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From time to time we hear about data protection breaches involving personal data emailed to the wrong
recipient. The question is, what do you do if this has happened?

Steps to take if personal data has been sent to the wrong recipient

Before you take any action, it’s important to determine whether the data breach poses a high risk to the
individual’s rights and freedoms. The General Data Protection Regulation states that personal data which
is,  by  its  nature,  particularly  sensitive  in  terms  of  fundamental  rights  and  freedoms,  merits  specific
protection because the context of processing special categories of data that include information on a
person’s health, for instance, may pose significant risks to those fundamental rights and freedoms. In that
case you should take the following steps:

Contact the persons having received the data and ask them to delete it and not to forward it.
Contact the data subject and explain the breach or organise public notification.
The data protection authority must be notified immediately but no later than 72 hours after
the breach became known to the controller. If a delay occurs, the reason must be stated.
Prepare your internal documentation for the data breach.1

The controller is not required to notify the data subject about a data protection breach where adequate
security measures have been taken, including data encryption or other measures preventing unauthorised
access.2

If  the data breach has done no harm and is unlikely to pose any risk to the individual’s rights and
freedoms, you should take the following steps:

Contact the persons having received the data and ask them to delete it and not to forward it.
Prepare your internal documentation for the data breach.

In contacting the person whose data has been sent to the wrong addressee and the person having
received it, you should follow the principle of transparency. This means that all the information that is
addressed to the data recipient, company or data subject should be concise, readily accessible and easy to
understand. Moreover, the language should be clear and plain.

How to avoid data protection breaches?

To prevent data protection breaches, it’s advisable to set up requirements for data protection:

Draw up standards for sending letters and email messages.
Train your staff about how to send letters and email messages.
Prepare training courses and manuals on how to handle cases that cause a personal data
protection breach and who should be notified.
Raise awareness of common mistakes that may cause data protection breaches.
Disable the autocomplete feature when entering email addresses.
Take other suitable measures that can help protect personal data and prevent breaches.3
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1 The National Data Office’s recommendation “A guide to data processing for small and medium-sized enterprises”, page 31
2 Article 34(3)(a) of the General Data Protection Regulation
3 European Data Protection Board guidelines 01/2021 on Examples regarding Data Breach Notification – examples, pages 30–31

https://www.dvi.gov.lv/lv/media/1221/download?attachment
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32016R0679#d1e3490-1-1
https://edpb.europa.eu/system/files/2022-09/edpb_guidelines_012021_pdbnotification_adopted_lv.pdf

